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MEDIA RELEASE
AEC warning over deepfakes shows AI regulation is a matter of democratic survival 

01.10.26

The warning from the nation's independent electoral body that AI deepfakes pose a "significant threat to electoral integrity" is a wake-up call on the need for governments to implement basic rules on tech platforms – not just for user safety, but also to safeguard democracy. 

As reported in The Australian today, the Australian Electoral Commission is considering a new requirement to label AI deepfakes used in election advertising. This follows calls from campaigners for deepfakes to be covered by the Digital Duty of Care.

But the AEC's powers do not extend beyond official election campaigning, and most deepfakes of Australian politicians are being deployed not by political actors, but by overseas scammers or creators monetising content. 

"The warning from the nation's independent electoral body is a wake-up call on how AI tools are being used in ways that are undermining Australian democracy and making it hard for everyday people to know what to trust," said Democracy Counts Campaign Director Tom Mooney.

"Social media is where the majority of Australians now get their news and having access to reliable information is a key pillar of democracy." 

While the AEC makes rules for election advertising, the agency has told a parliamentary inquiry into artificial intelligence that Australian’s trust in democracy and elections may suffer if the broader legal and regulatory regime does not keep pace. 

Democracy Counts is calling for the government's Digital Duty of Care legislation, expected to be introduced in coming weeks, to be expanded to include deepfakes and scams. 

The group – which comprises more than 50 organisations with an interest in democracy – has warned more Australians will be deceived, scammed and profited off by foreign networks using AI deepfakes unless the Digital Duty of Care expressly deals with fake content.

Mr Mooney said Australians expect tech companies should have to abide by basic rules and standards for how their products are developed and used, just like any other business.

“As AI capabilities grow and AI tools play an increasing role in citizens’ everyday lives, we need to make sure the technology works for us – not the other way around."
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